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1 Introduction	
	

This	 report	 document	 hereby	 describes	 the	 results	 of	 an	 external	 network	 penetration	 test	
conducted	 against	 ABC	 Ltd	 external	 facing	 IP	 addresses	 between	 9th	 February	 2018	 till	 26th	
February	2018.	The	assessment	was	performed	to	incorporate	the	standards	set	forth	by	set	forth	
by	the	OSSTMM	and	NIST.	

	
1.1 Scope	

	
The	 section	 defines	 the	 scope	 and	 boundaries	 of	 the	 project.	 The	 scope	 for	 the	 Penetration	
testing	activity	was	restricted	to:	

	
1) Testing	Target	IP	addresses	provided	by	ABC	Ltd	as	mentioned	in	Section	1.1.2	

	
1.1.1 Constraints	and	Limitations	
	

The	 assessment	 was	 performed	 without	 any	 prior	 knowledge	 whatsoever	 about	 the	 target	
company’s	 IT	 infrastructure	 technical	 and	 architectural	 details	 but	 only	 the	 target	 IP	 address	
list.	
	
The	tests	were	conducted	remotely	and	the	result(s)	/	finding(s)	made	are	highly	subjective	to	
target	system(s)	service(s)	visibility	(in	terms	of	perimeter	access	rules)	and	availability	at	that	
given	point	of	time.	
	

1.1.2 Target	IP	Address	List	(total	40)	
												

IP	Addresses	–	Servers	
911.54.151.101	 911.54.151.20	 911.54.151.37	 911.54.151.54	 911.54.151.110	
911.19.107.102	 911.54.151.25	 911.54.151.39	 911.54.151.72	 911.54.151.111	
911.54.138.125	 911.54.151.28	 911.54.151.40	 911.54.151.76	 911.54.151.114	
911.54.149.132	 911.54.151.31	 911.54.151.41	 911.54.151.80	 911.54.151.117	
911.54.151.11	 911.54.151.32	 911.54.151.42	 911.54.151.85	 911.54.151.118	
911.54.151.13	 911.54.151.33	 911.54.151.44	 911.54.151.86	 911.54.151.119	
911.54.151.15	 911.54.151.34	 911.54.151.45	 911.54.151.87	 911.54.151.120	
911.54.151.16	 911.54.151.36	 911.54.151.53	 911.54.151.105	 911.54.151.121	
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1.1.3 Test	Attribute(s)	
	

Starting	Vector	 External	
Target	Criticality	 Production	
Test	Aggressiveness		 Cautious	&	Calculated		
Test	Conspicuity	 Clear	
Proof	of	concept(s)	 Attached	wherever	applicable	
	

	
1.1.4 Test	Type,	Method,	and	Tools	
	

The	testing	was	done	in	a	‘Black-Box’	method,	in	which	the	tester’s	had	no	information	or	prior	
knowledge	regarding	the	target	systems(s)	or	the	technology	used	to	implement	it.	This	type	of	
test	 focuses	 on	 portraying	 a	 precise	 imitation	 of	 a	 real	 “hacker	 or	 attacker”	 attacking	 the	
system.	
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1.1.5 Risk	Calculation	and	Classification	
	

The	final	 risk	value	of	the	vulnerability	 identified	 is	arrived	at	by	considering	the	 likelihood	of	
occurrence	of	an	attack	by	exploiting	the	vulnerability	and	its	impact	on	business.	
	
Following	is	the	risk	classification:	
	

CRITICAL	 Vulnerabilities	that	can	be	exploited	publicly,	workaround	or	fix/	patch	
may	not	be	available	by	vendor.	

HIGH	 Vulnerabilities	that	can	be	exploited	publicly,	workaround	or	fix/	patch	
available	by	vendor.	

MEDIUM	 Vulnerabilities	may	not	have	public	exploit	(code)	available	or	cannot	be	
exploited	in	the	wild.	Patch/	workaround	not	yet	released.		

LOW	
Vulnerabilities	may	not	have	public	exploit	(code)	available	or	cannot	be	
exploited	in	the	wild.	Vulnerability	observed	may	not	have	high	rate	of	
occurrence.	Patch/	workaround	released	by	vendor.	

INFORMATIONAL	 No	direct	threat	to	host/	individual	user	account.	Sensitive	information	
can	be	revealed	to	the	adversary.	
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2 Executive	Summary	
	

The	target(s)	in	the	scope	of	assessment	(stated	in	Section	1.1.2)	were	reviewed	for	the	adequacy	
of	 the	 existing	 controls	 in	 accordance	 to	 industry	 known	 best	 practices.	 The	 summary	 below	
briefly	documents	the	overall	result	of	each	test	conducted.	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
Legend:	
	
û:	Failed	the	test	objective	
ü:	Passed	the	test	objective.	
	
2.1 Graphical	Representation	of	Vulnerabilities	
	

The	following	table	is	the	summary	of	findings,	which	summarizes	the	overall	risks	identified	during	the	
penetration	testing.		For	details,	refer	to	section	“Detailed	Technical	Summary”.	
	
Total	of	15	security	issues	were	identified	during	the	test.	
	

	 CRITICAL	 HIGH	 MEDIUM	 LOW	 INFO	
Summary	 00	 00	 01	 14	 00	
	

	
	 	

	 PENETRATION	TEST	OBJECTIVES	 ABC	LTD	

1	 IDENTIFIED	CRITICAL	/	HIGH	RISK	VULNERABILITIES	 û	
2	 IDENTIFIED	WEAK	CIPHERS		 ü	
3	 DNS	AMPLIFICATION	DOS	ATTACK	 ü	
4	 GAINED	UNAUTHORIZED	ACCESS	TO	NETWORK	 û	
5	 GAINED	UNAUTHORIZED	ACCESS	TO	SYSTEMS	 û	
6	 GAINED	UNAUTHORIZED	ACCESS	TO	DATA	 û	
OVERALL	SECURITY	POSTURE	 MEDIUM	
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This	section	highlights	the	severity	of	the	vulnerabilities	discovered	during	the	test.	
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3 Detailed	Technical	Summary	
	
Listed	below	are	the	results	corresponding	to	different	scans	and	tests	involved	in	assessment:	
	

3.1 Scanning	&	Enumeration	
	

These	phases	 are	 conducted	with	 a	need	 to	determine	open	TCP	 /	UDP	ports,	 protocols	 and	 services	
running	on	these	open	ports	and	their	versions.	The	results	below	depict	the	port	scan	status	for	each	IP	
tested.		
	
Sr.	No.	 Live	IP	Address	 Open	Ports	 Server		

1	 911.54.151.15														25,	80	 Apache	2.2.17	
2	 911.54.151.20															25,	80,	443	 Apache	Tomcat/7.0.26		
3	 911.54.151.16	 80	 Microsoft	IIS	8.5	
4	 911.54.151.13	 80	 		
5	 911.54.151.37			 80,	443	 Microsoft	IIS	8.5	
6	 911.54.151.39	 25	 		
7	 911.54.151.36	 443	 Microsoft-HTTPAPI/2.0	
8	 911.54.151.32	 25	80	443	 Apache	2.2.19	
9	 911.54.151.33	 25	80	143	443	587	993	 Microsoft	IIS	7.5	
10	 911.54.151.11															25	 Apache	2.2.17	
11	 911.54.151.40	 25,	443	 RTC/5.0	
12	 911.54.151.25	 25	80	443	 Jetty	6.1.12	
13	 911.54.151.28												80,	443	 GlassFish	v2.1	
14	 911.54.151.31													25	80	443	 Apache	2.2.19	
15	 911.54.151.34	 25	80	443	 		
16	 911.54.151.42											25,	443	 		
17	 911.54.151.45														80,	443	 Apache	httpd	2.2.3	
18	 911.54.151.44													80,443	 Apache	httpd	2.2.3	
19	 911.54.151.53			 25,	80,	443	 Apache	httpd	2.2.15	
20	 911.54.151.41													25,	443	 		
21	 911.54.151.54		 25,443	 Apache	2.4.6	
22	 911.54.151.72														80,443	 Apache	2.2.3	
23	 911.54.151.80	 80,443	 Microsoft	ASP.NET	IIS	8.0	
24	 911.54.151.76			 80,443	 Microsoft	ASP.NET	IIS	8.5	
25	 911.54.151.85												80,443	 Microsoft	ASP.NET	IIS	7.5	
26	 911.54.151.86														25,80,443	 Microsoft	ASP.NET	IIS	7.5	
27	 911.54.151.87				 25,80,443	 Microsoft	ASP.NET	IIS	7.5	
28	 911.54.151.110														443	 Microsoft-IIS/8.0	
29	 911.54.151.114													25,80,443	 Apache	2.4.6,	PHP	7.0.23	
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30	 911.54.151.105													25,80,443	 Apache	2.4.6,	PHP	5.4.16	
31	 911.54.151.111													80,443	 Apache/2.2.15	
32	 911.54.151.120													21,	80	 Apache/2.2.19	
33	 911.54.151.101													80,	443	 		

34	
911.54.151.118													25,80,443	 Microsoft-IIS	7.5	

35	 911.54.151.121													21,222	 		

	 IPs	 		 		
36	 911.19.107.202	 25	 Cisco	SSL	VPN		
37	 911.54.149.132	 25,	443,	514	 Cisco	SSL	VPN		

	 DNS	 		 		
38	 911.54.151.117	 53	 		
39	 911.54.151.119	 53	 		
40	 911.54.138.125	 53	 		

	
*	Note:	The	enumerations	listed	above	were	derivative	of	various	fingerprinting	or	scanning	techniques	and	were	
derived	on	the	best	guess	probability	basis.	
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3.2 Vulnerability	Details	and	Remediation		
	
3.2.1 DNS	Amplification	DoS	Attack		
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_01	 Medium	
Tools	Used	 CVSS-3.0	Score	
Nessus		 CVE-2006-0987	
Vulnerability	Description:		
The	remote	DNS	server	answers	to	any	request.	It	is	possible	to	query	the	name	servers	(NS)	of	the	
root	zone	('.')	and	get	an	answer	that	is	bigger	than	the	original	request.	By	spoofing	the	source	IP	
address,	a	remote	attacker	can	leverage	this	'amplification'	to	launch	a	denial	of	service	attack	against	
a	third-party	host	using	the	remote	DNS	server.	
Exploitation	Summary	
Remote	attacker	can	leverage	this	'amplification'	to	launch	a	denial	of	service	attack	against	a	third	
party	host	using	the	remote	DNS	server.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.117	 	
911.54.151.119	 	
911.54.138.125	 	

	

Vulnerable	Parameter(s)	
DNS	
Implications	/	Consequences	of	not	Fixing	the	Issue	
An	adversary	may	identify	known	vulnerabilities	in	the	installed	version	of	the	PHP	and	exploit	those	
vulnerability	further.	
Suggested	Countermeasures	
Common	ways	to	prevent	or	mitigate	the	impact	of	DNS	amplification	attacks	include	tightening	DNS	
server	security,	blocking	specific	DNS	servers	or	all	open	recursive	relay	servers,	and	rate	limiting.	
High-Level	Category	

Security	Misconfiguration		

References	

NA	
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Proof	of	Concept:	
Fig	1:	911.54.151.117	
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Fig	2:	911.54.151.119	
	

	
	 	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 15	

Fig	3:	911.54.138.125	
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3.2.2 Web	Server	Version	Disclosure	
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_02	 Low	
Tools	Used	 CVSS-3.0	Score	
Manual	assessment	 CVE-2006-0987	
Vulnerability	Description:		
Server	shouldn’t	disclose	version	information.	Attacker	can	further	exploit	if	version	is	disclosed.	
Exploitation	Summary	
If	the	version	of	your	web	server	is	known	to	be	vulnerable	to	a	specific	exploit,	the	hacker	would	just	
need	to	use	the	exploit	as	part	of	his	attack	on	your	server.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.15															
911.54.151.20																
911.54.151.37			 	
911.54.151.36	 	
911.54.151.31														
911.54.151.45															
911.54.151.53			 	
911.54.151.54	 	
911.54.151.33	 	
911.54.151.118	 	
911.54.151.28	 	
911.54.151.44	 	
911.54.151.85	 	

	

Vulnerable	Parameter(s)	
Server	version	
Implications	/	Consequences	of	not	Fixing	the	Issue	
Chance	of	exploitation	is	easy	if	version	is	disclosed	
Suggested	Countermeasures	
Configure	your	web	server	to	prevent	information	leakage	from	the	SERVER	header	of	its	HTTP	
response.	
High-Level	Category	

Security	Misconfiguration		

References	

NA	
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Proof	of	Concept:	
Fig	1:	911.54.151.15														

	

	
	

Fig	2:	911.54.151.20													
	

		
	

Fig	3:	911.54.151.28	
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Fig	4:	911.54.151.31	
	

	
	

Fig	5:	911.54.151.33	
	

	
	

Fig	6:	911.54.151.36	
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Fig	7:	911.54.151.37	
	

	
	

Fig	8:	911.54.151.44	
	

	
	

Fig	9:	911.54.151.45	
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Fig	10:	911.54.151.53	
	

	
	

Fig	11:	911.54.151.54	
	

	
	

Fig	12:	911.54.151.85	
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Fig	13:	911.54.151.118	
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3.2.3 Clickjacking		
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_03	 Low	
Tools	Used	 CVSS-3.0	Score	
Browser	based	manual	attack		 CVE-2016-1941	
Vulnerability	Description:		
Clickjacking	(User	Interface	redress	attack,	UI	redress	attack,	UI	redressing)	is	a	malicious	technique	of	
tricking	a	Web	user	into	clicking	on	something	different	from	what	the	user	perceives	they	are	clicking	
on,	 thus	 potentially	 revealing	 confidential	 information	 or	 taking	 control	 of	 their	 computer	 while	
clicking	on	seemingly	innocuous	web	pages.	
Exploitation	Summary	
It	might	 be	 possible	 for	 a	web	 page	 controlled	 by	 an	 attacker	 to	 load	 the	 content	 of	 this	 response	
within	an	iframe	on	the	attacker's	page.	This	may	enable	a	"clickjacking"	attack,	in	which	the	attacker's	
page	overlays	the	target	application's	interface	with	a	different	interface	provided	by	the	attacker.	By	
inducing	victim	users	to	perform	actions	such	as	mouse	clicks	and	keystrokes,	the	attacker	can	cause	
them	 to	 unwittingly	 carry	 out	 actions	 within	 the	 application	 that	 is	 being	 targeted.	 This	 technique	
allows	 the	 attacker	 to	 circumvent	 defenses	 against	 cross-site	 request	 forgery,	 and	 may	 result	 in	
unauthorized	actions.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.15	 	
911.54.151.20																
911.54.151.54		 	
911.54.151.105																								

	

Vulnerable	Parameter(s)	
Entire	site	
Implications	/	Consequences	of	not	Fixing	the	Issue	
It	might	be	possible	for	a	web	page	controlled	by	an	attacker	
Suggested	Countermeasures	
To	effectively	prevent	framing	attacks,	the	application	should	return	a	response	header	with	the	name	
X-Frame-Options	and	the	value	DENY	to	prevent	framing	altogether,	or	the	value	SAMEORIGIN	to	allow	
framing	only	by	pages	on	the	same	origin	as	the	response	itself.	
High-Level	Category	

Security	Misconfiguration		

References	

NA	
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Proof	of	Concept:	
Fig	1:	911.54.151.15	

	

	
	

Fig	2:	911.54.151.20	
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Fig	3:	911.54.151.54	
	

	
	
	

Fig	4:	911.54.151.105	
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3.2.4 SSL	64-bit	Block	Size	Cipher	Suites	Supported	(SWEET	32)	
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_04	 Low	
Tools	Used	 CVSS-3.0	Score	
Nessus	&	Nmap	 NA	
Vulnerability	Description:		
Legacy	block	ciphers	having	block	size	of	64	bits	are	affected	by	a	vulnerability,	known	as	SWEET32.A	
man-in-the-middle	attacker	who	has	sufficient	resources	can	exploit	this	vulnerability	via	
birthdayattack	
By	misusing	the	SWEET32	vulnerability,	an	attacker	can	send	in	large	volume	of	dummy	data,	and	get	
blocks	of	cipher	text	that	matches	that	of	a	customer.	
	
Attack	Process:	
1.	The	attacker	sniffs	all	data	sent	to	your	customer.	
2.	Attacker	sends	dummy	data	to	your	server	until	a	key	used	for	a	customer	matches	the	attacker’s	
session	key.	
3.	Once	there’s	a	match,	sensitive	data	can	be	decrypted	by	determining	how	the	key	was	chosen.	
Exploitation	Summary	
1.	The	attacker	sniffs	all	data	sent	to	your	customer.	
2.	Attacker	sends	dummy	data	to	your	server	until	a	key	used	for	a	customer	matches	the	attacker’s	
session	key.	
3.	Once	there’s	a	match,	sensitive	data	can	be	decrypted	by	determining	how	the	key	was	chosen.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Automated	&	Manual	analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.36	 	
911.54.151.33	 	
911.54.151.54		 	
911.54.151.72															
911.54.151.80															
911.54.151.76			 	
911.54.151.85													
911.54.151.86															
911.54.151.110															
911.54.151.32	 	
911.54.151.118	 	
911.54.151.101	 	
911.54.151.28	 	
911.54.151.31	 	
911.54.151.44	 	
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911.54.151.41	 	
	

Vulnerable	Parameter(s)	
3DES	Ciphers		
Implications	/	Consequences	of	not	Fixing	the	Issue	
An	attacker	can	send	in	large	volume	of	dummy	data,	and	get	blocks	of	cipher	text	that	matches	that	
of	a	customer.	
Suggested	Countermeasures	
The	obvious	way	to	avoid	these	attacks	is	to	stop	using	legacy	64-bit	block	ciphers.	Alternatively,	the	
attack	can	be	mitigated	by	rekeying	the	session	frequently.	
High-Level	Category	

Using	Weak	Ciphers	

References	

https://sweet32.info	
https://www.openssl.org/blog/blog/2016/08/24/sweet32/	

	
Proof	of	Concept:	
	

Fig	1:	911.54.151.28	
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Fig	2:	911.54.151.31	
	

	
	
	

	Fig	3:	911.54.151.32	
	

	
	
	
	
	
	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 28	

Fig	4:	911.54.151.33	
	

	
	

Fig	5:	911.54.151.36	
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Fig	6:	911.54.151.41	
	

	
	

	Fig	7:	911.54.151.44	
	

	
	
	
	
	
	

Fig	8:	911.54.151.54	
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Fig	9:	911.54.151.72	
	

	
	
	
	
	
	

Fig	10:	911.54.151.76	
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Fig	11:	911.54.151.80	
	

	
	
	
	
	
	
	

Fig	12:	911.54.151.85	
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Fig	13:	911.54.151.86	
	

	
	
	
	
	
	

Fig	14:	911.54.151.101	
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Fig	15:	911.54.151.110	
	

	
	
	

Fig	16:	911.54.151.118	
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3.2.5 SSL	RC4	Cipher	Suites	Supported	
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Reference	No:		 Vulnerability	Rating:	
EXT_PT_05	 Low	
Tools	Used	 CVSS-3.0	Score	
Nessus	&	Nmap	 CVE-2013-2566	
Vulnerability	Description:		
The	remote	host	supports	the	use	of	RC4	in	one	or	more	cipher	suites.	The	RC4	cipher	is	flawed	in	its	
generation	of	a	pseudo-random	stream	of	bytes	so	that	a	wide	variety	of	small	biases	are	introduced	
into	the	stream,	decreasing	its	randomness.	
Exploitation	Summary	
The	attacker	intercepts	a	large	number	of	SSL/TLS	connections	that	use	RC4,	and	waits	until	a	weak	key	
is	found.	The	weak	key	can	then	be	used	to	recover	partial	plain	text	data.	Researchers	have	
determined	that	one	out	of	every	16	million	RC4	keys	is	weak.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Automated	&	Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.33	 	
911.54.149.132	 	
911.54.151.40	 	
911.54.151.42	 	
911.54.151.41	 	
911.54.151.54	 	
911.54.151.80	 	
911.54.151.85	 	
911.54.151.110	 	

	

Vulnerable	Parameter(s)	
RC4	Ciphers	
Implications	/	Consequences	of	not	Fixing	the	Issue	
An	adversary	may	identify	known	vulnerabilities	in	the	installed	version	of	the	PHP	and	exploit	those	
vulnerability	further.	
Suggested	Countermeasures	
Reconfigure	the	affected	application.	If	possible,	avoid	the	use	of	RC4	ciphers.	Consider	using	TLS	1.2	
with	AES-GCM	suites	subject	to	browser	and	web	server	support.	
High-Level	Category	

Using	Weak	Ciphers		

References	

NA	

Proof	of	Concept:	
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Fig	1:	911.54.151.33	
	

	
	

Fig	2:	911.54.151.40	
	

	
	
	
	
	
	

Fig	3:	911.54.151.41	
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Fig	4:	911.54.151.42	
	

	
	
	
	
	
	
	

	Fig	5:	911.54.151.54	
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Fig	6:	911.54.151.80	
	

	
	
	
	
	

Fig	7:	911.54.151.85	
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Fig	8:	911.54.151.110	
	

	
	

	
	
	
	

Fig	9:	911.54.149.132	
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3.2.6 SSLv3	Padding	Oracle	on	Downgraded	Legacy	Encryption	Vulnerability		
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_06	 Low	
Tools	Used	 CVSS-3.0	Score	
SSL	Scan	 CVE-2014-3566	
Vulnerability	Description:		
If	Poodle	SSLv3	on	any	website,	then	it	is	vulnerable	to	poodlebleed	attack.	The	remote	service	accepts	
connections	encrypted	using	SSL	3.0.	These	versions	of	SSL	reportedly	suffer	from	several	cryptographic	
flaws.	
Exploitation	Summary	
A	typical	attack	scenario	is	that	a	victim	has	visited	a	web	server	and	her	web	browser	now	contains	a	
cookie	 that	an	attacker	wishes	 to	 steal.	 For	a	 successful	 attack,	 the	attacker	must	be	able	 to	modify	
network	traffic	between	the	victim	and	this	web	server,	and	both	victim	and	system	must	be	willing	to	
use	SSL	3.0	for	encryption	
An	 Attacker	 can	 exploit	 the	 vulnerability	 to	 decrypt	 and	 pull	 information	 from	within	 an	 encrypted	
transaction.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Automated	&	Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.33	 	
911.54.151.54		 	
911.54.151.80															
911.54.151.85													
911.54.151.86															
911.54.151.110															
911.54.151.118														
911.54.151.40	 	
911.54.151.41	 	

	

Vulnerable	Parameter(s)	
SSLv3	Protocol		
Implications	/	Consequences	of	not	Fixing	the	Issue	
NIST	has	determined	that	SSL	3.0	is	no	longer	acceptable	for	secure	communications.	As	of	the	date	of	
enforcement	found	in	PCI	DSS	v3.1,	any	version	of	SSL	will	not	meet	the	PCI	SSC'S	definition	of	strong	
cryptography	
Use	the	TLS	1.1	or	more	
Suggested	Countermeasures	
Common	ways	to	prevent	or	mitigate	the	impact	of	DNS	amplification	attacks	include	tightening	DNS	
server	security,	blocking	specific	DNS	servers	or	all	open	recursive	relay	servers,	and	rate	limiting.	
High-Level	Category	

Using	SSLV3	Which	is	no	longer	used	for	secure	communication	
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References	

NA	

	
Proof	of	Concept:	

Fig	1:	911.54.151.33	
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Fig	2:	911.54.151.40	

	

	
	

Fig	3:	911.54.151.41	
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Fig	4:	911.54.151.54	

	

	
	

Fig	5:	911.54.151.80	
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Fig	6:	911.54.151.85	

	

	
	

Fig	7:	911.54.151.86	
	

	
	
	
	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 46	

	
Fig	8:	911.54.151.110	

	

	
	

Fig	9:	911.54.151.118	
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3.2.7 SSL	Drown	Attack	Vulnerability		

	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_07	 Low	
Tools	Used	 CVSS-3.0	Score	
SSL	Scan	 CVE-2016-0800	
Vulnerability	Description:		
DROWN	stands	for	Decrypting	RSA	with	Obsolete	and	Weakened	encryption.	
DROWN	is	a	serious	vulnerability	that	affects	HTTPS	and	other	services	that	rely	on	SSL	and	TLS,	some	
of	 the	essential	cryptographic	protocols	 for	 Internet	security.	These	protocols	allow	everyone	on	the	
Internet	to	browse	the	web,	use	email,	shop	online,	and	send	instant	messages	without	third-parties	
being	able	to	read	the	communication.	
Exploitation	Summary	
DROWN	 allows	 attackers	 to	 break	 the	 encryption	 and	 read	 or	 steal	 sensitive	 communications,	
including	passwords,	credit	card	numbers,	trade	secrets,	or	financial	data.	Our	measurements	indicate	
33%	of	all	HTTPS	servers	are	vulnerable	to	the	attack	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Automated	&	Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.33	 	
911.54.151.118	 	
911.54.151.85	 	
911.54.151.86	 	

	

Vulnerable	Parameter(s)	
SSLv2	Protocol	
Implications	/	Consequences	of	not	Fixing	the	Issue	
An	adversary	may	identify	known	vulnerabilities	in	the	installed	version	of	the	PHP	and	exploit	those	
vulnerability	further.	
Suggested	Countermeasures	
As	per	the	industry	best	practices	SSLv2	protocol	should	be	disabled.	
High-Level	Category	

SSLv2	is	enabled	

References	

NA	
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Proof	of	Concept:	
Fig	1:	911.54.151.33	

	

	
	

Fig	2:	911.54.151.85	
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Fig	3:	911.54.151.86	
	

	
	

Fig	4:	911.54.151.118	
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3.2.8 Directory	Listing		
	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_08	 Low	
Tools	Used	 CVSS-3.0	Score	
Manually	Tested	 	
Vulnerability	Description:		
Directory	listing	is	a	web	server	function	that	displays	a	list	of	all	the	files	when	there	is	not	an	index	
file,	such	as	index.php	and	default.asp	in	a	specific	website	directory.	
Exploitation	Summary	
For	example,	when	a	user	requests	http://911.54.151.28	without	specifying	a	file,	the	web	server	will	
process	this	request	and	will	return	the	index	file	for	that	directory	and	the	actual	website	will	show	
up.	However,	if	the	index	file	does	not	exist,	the	web	server	will	return	a	list	of	the	contents	of	that	
directory.			
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.28	 	
911.54.151.45	 	
911.54.151.44	 	

	

Vulnerable	Parameter(s)	
Image	Path		
Implications	/	Consequences	of	not	Fixing	the	Issue	
Displays	sensitive	files	
Suggested	Countermeasures	
As	a	security	best	practice,	it	is	recommended	to	disable	directory	listing.	You	can	disable	directory	
listing	by	creating	an	empty	index	file	in	the	relevant	directory.	
High-Level	Category	

Image	Path	Disclosed	

References	

NA	
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Proof	of	Concept:	
Fig	1:	911.54.151.28	

	

	
Fig	2:	911.54.151.44	

	

	
	

Fig	3:	911.54.151.45	
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3.2.9 BASH	History	Commands	Disclosure		
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_09	 Low	
Tools	Used	 CVSS-3.0	Score	
Manual	Analysis	 	
Vulnerability	Description:		
Bash	keeps	track	of	the	commands	users	type	on	the	command-line	with	the	"history"	utility.	Once	a	
user	logs	out,	the	history	is	flushed	to	the	user’s	.bash_history	file.	For	each	user,	this	file	resides	at	the	
same	location:	~/.bash_history.	Typically,	this	file	keeps	track	of	the	user’s	last	500	commands.	Users	
often	type	usernames	and	passwords	on	the	command-line	as	parameters	to	programs,	which	then	get	
saved	to	this	file	when	they	log	out.	Attackers	can	abuse	this	by	looking	through	the	file	for	potential	
credentials	
Exploitation	Summary	
NA	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.111	 	

	

Vulnerable	Parameter(s)	
BASH	History	File	
Implications	/	Consequences	of	not	Fixing	the	Issue	
Attackers	can	abuse	this	by	looking	through	the	file	for	potential	credentials	
Suggested	Countermeasures	
There	are	multiple	methods	of	preventing	a	user's	command	history	from	being	flushed	to	their	
.bash_history	file,	including	use	of	the	following	commands:		
	
set	+o	history	and	set	-o	history	to	start	logging	again;	unset	HISTFILE	being	added	to	a	user's	.bash_rc	
file;	and	ln	-s	/dev/null	~/.bash_history	to	write	commands	to	/dev/nullinstead.	
High-Level	Category	

Security	Misconfiguration		

References	

NA	
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Proof	of	Concept:	
	

Fig	1:	911.54.151.111	
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3.2.10 SSL/	TLS	Diffie-Hellman	Modulus	<=1024	Bits	(Logjam)	
	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_010	 Low	
Tools	Used	 CVSS-3.0	Score	
Manual	Analysis	 	
Vulnerability	Description:		
Diffie-Hellman	key	exchange	is	a	popular	cryptographic	algorithm	that	allows	Internet	protocols	to	
agree	on	a	shared	key	and	negotiate	a	secure	connection.	It	is	fundamental	to	many	protocols	
including	HTTPS,	SSH,	IPsec,	SMTPS,	and	protocols	that	rely	on	TLS.	
Exploitation	Summary	
There	are	several	weaknesses	in	how	Diffie-Hellman	key	exchange	like	the	below	
	
Logjam	attack	against	The	TLS	protocol:	
The	Logjam	attack	allows	a	man-in-the-middle	attacker	 to	downgrade	vulnerable	TLS	connections	 to	
512-bit	export-grade	cryptography.	This	allows	the	attacker	to	read	and	modify	any	data	passed	over	
the	connection.	
	
Threats	from	state-level	adversarie:	
Millions	 of	 HTTPS,	 SSH,	 and	 VPN	 servers	 all	 use	 the	 same	 prime	 numbers	 for	 Diffie-Hellman	 key	
exchange.	Practitioners	believed	this	was	safe	as	long	as	new	key	exchange	messages	were	generated	
for	every	connection.	However,	the	first	step	in	the	number	field	sieve—the	most	efficient	algorithm	
for	 breaking	 a	 Diffie-Hellman	 connection—is	 dependent	 only	 on	 this	 prime.	 After	 this	 first	 step,	 an	
attacker	can	quickly	break	individual	connections.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.19.107.202	 	
911.54.151.32	 	
911.54.151.33	 	
911.54.151.40	 	
911.54.151.28	 	
911.54.151.31	 	
911.54.151.34	 	
911.54.151.45	 	
911.54.151.44	 	
911.54.151.41	 	
911.54.151.80	 	
911.54.151.85	 	
911.54.151.86	 	
911.54.151.110	 	
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911.54.151.101	 	
911.54.151.118	 	

	

Vulnerable	Parameter(s)	
Diffie-Hellman	Modulus	<=1024	Bi	
Implications	/	Consequences	of	not	Fixing	the	Issue	
NA	
Suggested	Countermeasures	
Use	a	Strong,	Diffie	Hellman	Group.		
A	few	1024-bit	groups	are	used	by	millions	of	servers,	which	makes	them	an	optimal	target	for	
precomputation,	and	potential	eavesdropping.	Administrators	should	use	2048-bit	or	stronger	Diffie-
Hellman	groups	with	"safe"	primes.	
High-Level	Category	

NA	

References	

NA	

	

	
Proof	of	Concept:	

Fig	1:	911.19.107.202	
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Fig	2:	911.54.151.28	
	

	
	

Fig	3:	911.54.151.31	
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Fig	4:	911.54.151.32	
	

	
	

Fig	5:	911.54.151.33	
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Fig	6:	911.54.151.34	
	

	
	

Fig	7:	911.54.151.40	
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Fig	8:	911.54.151.41	
	

	
	

Fig	9:	911.54.151.44	
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Fig	10:	911.54.151.45	
	

	
	

Fig	11:	911.54.151.80	
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Fig	12:	911.54.151.85	
	

	
	

Fig	13:	911.54.151.86	
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Fig	14:	911.54.151.101	
	

	
	
	

Fig	15:	911.54.151.110	
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Fig	16:	911.54.151.118	
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3.2.11 IIS	Server	Version	Known	Vulnerabilities		
	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_011	 Low	
Tools	Used	 CVSS-3.0	Score	
Manual	Analysis	 	
Vulnerability	Description:		
The	 vulnerability	 could	 allow	 elevation	 of	 privilege	 if	 a	 user	 clicks	 a	 specially	 crafted	 URL	 which	 is	
hosted	 by	 an	 affected	Microsoft	 IIS	 server.	 An	 attacker	who	 successfully	 exploited	 this	 vulnerability	
could	potentially	execute	scripts	in	the	user’s	browser	to	obtain	information	from	web	sessions.	
Exploitation	Summary	
NA	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.33	 	
911.54.151.85													
911.54.151.86															
911.54.151.87				 	
911.54.151.118	 	
911.54.151.80	 	
911.54.151.110	 	
911.54.151.16	 	
911.54.151.37			 	
911.54.151.76	 	

	

Vulnerable	Parameter(s)	
IIS	7.5	
IIS	8.0	
IIS	8.5	
Implications	/	Consequences	of	not	Fixing	the	Issue	
NA	
Suggested	Countermeasures	
https://technet.microsoft.com/en-us/library/security/ms17-016.aspx	
	
High-Level	Category	

NA	

References	
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NA	

	

	
Proof	of	Concept:	

Fig	1:	Microsoft	IIS	Server	Known	Vulnerabilities		
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3.2.12 Apache	Multiple	Vulnerabilities		
	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_012	 Low	
Tools	Used	 CVSS-3.0	Score	
Manual	Analysis	 CVE-2006-0987	
Vulnerability	Description:		
Older	versions	of	Apache	HTTPD	(prior	to	2.2.X)	are	no	longer	officially	supported.	There	may	exist	
unreported	vulnerabilities	for	these	versions.	An	upgrade	to	the	latest	version	should	be	applied	to	
mitigate	these	unknown	risks.	
Exploitation	Summary	
Remote	attacker	can	leverage	this	'amplification'	to	launch	a	denial	of	service	attack	against	a	third	
party	host	using	the	remote	DNS	server.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
Apache	2.2.17	 	
911.54.151.15							 	
911.54.151.11				 	
	 	
Apache	Tomcat/7.0.26		 	
911.54.151.20															 	
	 	
Apache	2.4.6	 	
911.54.151.54		 	
911.54.151.114													 	
911.54.151.105													 	
	 	
Apache	2.2.3	 	
911.54.151.72				 	
911.54.151.45																 	
911.54.151.44			 	
	 	
Apache	2.2.15	 	
911.54.151.111	 	

	 	
Apache	2.2.19	 	
911.54.151.32	 	
911.54.151.31				 	
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911.54.151.120	 	
	

Vulnerable	Parameter(s)	
Apache	2.2.17	
Apache	Tomcat/7.0.26	
Apache	2.2.19	
Apache	2.4.6	
Apache	2.2.3	
Apache	2.2.15	
Implications	/	Consequences	of	not	Fixing	the	Issue	
NA	
Suggested	Countermeasures	
https://httpd.apache.org/	

High-Level	Category	

NA	

References	

NA	

	

	 	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 69	

Proof	of	Concept:	
Fig:	Apache	Known	Vulnerabilities	
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3.2.13 RTC	5.0	Vulnerabilities		
	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_013	 Low	
Tools	Used	 CVSS-3.0	Score	
Manually	Analysis	 	
Vulnerability	Description:		
IBM	Rational	Team	Concert	(RTC)	4.0,	5.0	and	6.0	is	vulnerable	to	cross-site	scripting.	This	vulnerability	
allows	users	to	embed	arbitrary	JavaScript	code	in	the	Web	UI	thus	altering	the	intended	functionality	
potentially	leading	to	credentials	disclosure	within	a	trusted	session.	
Exploitation	Summary	
NA	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.40	 	

	

Vulnerable	Parameter(s)	
RTC	5.0	
Implications	/	Consequences	of	not	Fixing	the	Issue	
NA	
Suggested	Countermeasures	

Upgrade	to	Latest	version		

High-Level	Category	

NA	

References	

NA	
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Proof	of	Concept:	
Fig	1:	RTC	5.0	Server	Known	Vulnerabilities	

	

	
	
	
	
	

	 	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 75	

3.2.14 Jetty	6.1.12	Vulnerabilities		
	
Reference	No:		 Vulnerability	Rating:	
EXT_PT_014	 Low	
Tools	Used	 CVSS-3.0	Score	
Manually	Analysis		 CVE-2011-4461	
Vulnerability	Description:		
Multiple	cross-site	scripting	(XSS)	vulnerabilities	in	the	WebApp	JSP	Snoop	page	in	Mort	Bay	Jetty	6.1.x	
through	6.1.21	allow	remote	attackers	to	inject	arbitrary	web	script	or	HTML	via	the	PATH_INFO	to	the	
default	URI	under		
(1)	jspsnoop/	
(2)	jspsnoop/ERROR/	
(3)	jspsnoop/IOException/,	and	possibly	the	PATH_INFO	to	
(4)	snoop.jsp.	
Exploitation	Summary	
NA	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	
911.54.151.25	 	

	

Vulnerable	Parameter(s)	
DNS	
Implications	/	Consequences	of	not	Fixing	the	Issue	
An	adversary	may	identify	known	vulnerabilities	in	the	installed	version	of	the	PHP	and	exploit	those	
vulnerability	further.	
Suggested	Countermeasures	

Upgrade	to	Latest	Version		

High-Level	Category	

NA	

References	

NA	
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Proof	of	Concept:	
Fig	1:	Jetty	6.1.12	Known	Vulnerabilities	
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3.2.15 Glass	Fish	2.1	Vulnerabilities		
	

Reference	No:		 Vulnerability	Rating:	
EXT_PT_015	 Low	
Tools	Used	 CVSS-3.0	Score	

Manual	Analysis	 CVE-2011-0807	
CVE-2010-4438	

Vulnerability	Description:		
Vulnerability	in	the	Oracle	GlassFish	Server	component	of	Oracle	Fusion	Middleware.	Supported	
versions	that	are	affected	are	2.1.1,	3.0.1	and	3.1.2.	Easily	exploitable	vulnerability	allows	
unauthenticated	attacker	with	network	access	via	HTTP	to	compromise	Oracle	GlassFish	Server.	
Successful	attacks	of	this	vulnerability	can	result	in	unauthorized	update,	insert	or	delete	access	to	
some	of	Oracle	GlassFish	Server	accessible	data	as	well	as	unauthorized	read	access	to	a	subset	of	
Oracle	GlassFish	Server	accessible	data	and	unauthorized	ability	to	cause	a	partial	denial	of	service	
(partial	DOS)	of	Oracle	GlassFish	Server.	
Exploitation	Summary	
Remote	 attacker	 can	 leverage	 this	 'amplification'	 to	 launch	a	denial	 of	 service	 attack	 against	 a	 third	
party	 n	 unauthenticated,	 remote	 attacker	 could	 exploit	 the	 vulnerability	 by	 sending	malicious	 HTTP	
requests	 to	 the	 targeted	 system.	 	 If	 successful,	 the	 attacker	 could	 gain	 unauthorized	 access	 to	 the	
targeted	system	and	view	sensitive	information.using	the	remote	DNS	server.	
Vulnerability	Identified	By	/	How	It	Was	Discovered	
Manual	Analysis	
Vulnerable	URLs	/	IP	Address	
IP	Address	 Port	

911.54.151.28	 	
	

Vulnerable	Parameter(s)	
Glass	Fish	2.1	
Implications	/	Consequences	of	not	Fixing	the	Issue	
An	adversary	may	identify	known	vulnerabilities	in	the	installed	version	of	the	PHP	and	exploit	those	
vulnerability	further.	
Suggested	Countermeasures	
Upgrade	to	Latest	Version		
High-Level	Category	

NAs	

References	

NA	
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Proof	of	Concept:		
Fig	1:	Glass	Fish	2.1	Known	Vulnerabilities	
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4 Tested	for	Scenarios	
	
4.1 911.54.151.101	
	
Nessus	
Screenshot:	

	
	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
	
DIRB	
Screenshot:	
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PoodleBleed	
Screenshot:	

	
	
	
Telnet	
Screenshot:	

	
	
	
Trace	Method	
Screenshot:	

	
	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 82	

4.2 911.19.107.202	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
	
NIKTO	
Screenshot:	
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SSL	Scan	
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	

	

	

	
	
Telnet	
Screenshot:	
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4.3 911.54.138.125	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
	
DNS	Amplification		
Screenshot:	
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4.4 911.54.149.132	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
Telnet		
Screenshot:	

	
	
SSL	Scan	
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	

	
	

	
	
IKE	Fragmented		
Screenshot:	
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4.5 911.54.151.11	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
SSL	Scan	
Screenshot:	

	
	
Clickjacking		
Screenshot:	

	
	
Telnet	
Screenshot:	
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4.6 911.54.151.13	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
Site	not	Accessing		
Screenshot:	
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SSL	Scan	
Screenshot:	
	

	
	
Telnet	
Screenshot:	
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4.7 911.54.151.15	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
NIKTO	
Screenshot:	

	
	
Directory	Listing		
Screenshot:	
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Robots		
Screenshot:	

	
Telnet	
Screenshot:	

	
	

	
	
SSL	Scan		
Screenshot:	

	
	
Tested	for	Weak	Ciphers		
Screenshot:	
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Trace	Method	
Screenshot:	
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4.8 911.54.151.16	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
Telnet	
Screenshot:	

	
	
SSL	Scan		
Screenshot:	

	
	
IP	redirecting	to	Web	Page	
Screenshot:	
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4.9 911.54.151.20	
	
Nmap	
Screenshot:	

	
	
SQL	Injection	on	Login		
Screenshot:	
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Directory	Listing		
Screenshot:	

	
Robots		
Screenshot:	

	
SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	
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4.10 911.54.151.25	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
Telnet	
Screenshot:	

	
	
SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	
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4.11 911.54.151.28	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
NIKTO	
Screenshot:	

	
	
Telnet	
Screenshot:	
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SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	
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4.12 911.54.151.31	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
Telnet	
Screenshot:	
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SSL	Scan		
Screenshot:	

	
	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 117	
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4.13 911.54.151.32	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
Telnet	
Screenshot:	
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SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	
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4.14 911.54.151.33	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
NIKTO	
Screenshot:	

	
	
IIS	DoS	Attacks	-	Tested	
Screenshot:	
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Telnet	
Screenshot:	

	
	
	
SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	

	
	
IIS	Exploits		
Screenshot:	
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4.15 911.54.151.34	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
	
Telnet	
Screenshot:	
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SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	
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4.16 911.54.151.36	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
SSL	Scan		
Screenshot:	
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Web	Page	not	Found		
Screenshot:	
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Trace	Method	
Screenshot:	
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4.17 911.54.151.37	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
NIKTO	
Screenshot:	

	
	
DIRB		
Screenshot:	
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SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	

	
	
Web	Page	not	Found		
Screenshot:	
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4.18 911.54.151.39	
	
Nessus	
Screenshot:	

	
	
	
Nmap	
Screenshot:	

	
	
NIKTO	
Screenshot:	
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SSL	Scan		
Screenshot:	

	
	
Web	Page	not	Found		
Screenshot:	
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4.19 911.54.151.40	
	
Nessus	
Screenshot:	
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Nmap	
Screenshot:	

	
	
	
NIKTO	
Screenshot:	
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Telnet	
Screenshot:	

	
	
SSL	Scan		
Screenshot:	
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Tested	for	Weak	Ciphers		
Screenshot:	
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4.20 911.54.151.41	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
Telnet	
Screenshot:	

	
	
SSL	Scan		
Screenshot:	
	

	



	
Sample	Vulnerability	assessment	report		

	
ENTERSOFT	SECURITY	|	CONFIDENTIAL	 	 147	
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4.21 911.54.151.42	
	
Nessus	
Screenshot:	

	
	
Nmap	
Screenshot:	
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NIKTO	
Screenshot:	

	
	
	
DIRB	
Screenshot:	

	
	
Telnet	
Screenshot:	
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SSL	Scan		
Screenshot:	

	
	
Zen	Map	
Screenshot:	
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RECOMMENDATIONS:		
Please	update	all	the	servers	to	the	latest	versions.		
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5 Limitations	on	Disclosure	and	Use	of	this	Report	
	
This	report	contains	information	concerning	potential	vulnerabilities	of	ABC	LTD	and	methods	for	exploiting	
them.	Entersoft	 recommends	that	special	precautions	be	taken	to	protect	 the	confidentiality	of	both	this	
document	and	the	information	contained	herein.		
	
Security	Assessment	 is	 an	 uncertain	 process,	 based	on	past	 experiences,	 currently	 available	 information,	
and	known	threats.	It	should	be	understood	that	all	information	security	systems,	which	by	their	nature	are	
dependent	 on	 human	 beings,	 are	 vulnerable	 to	 some	 degree.	 Therefore,	 while	 Entersoft	 considers	 the	
major	security	vulnerabilities	of	the	analyzed	systems	to	have	been	 identified,	there	can	be	no	assurance	
that	 any	 exercise	 of	 this	 nature	 will	 identify	 all	 possible	 vulnerabilities	 or	 propose	 exhaustive	 and	
operationally	viable	recommendations	to	mitigate	those	exposures.	
	
In	addition,	the	analysis	set	forth	herein	is	based	on	the	technologies	and	known	threats	as	of	the	date	of	
this	report.	As	technologies	and	risks	change	over	time,	the	vulnerabilities	associated	with	the	operation	of	
the	ABC	LTD	Application	described	in	this	report,	as	well	as	the	actions	necessary	to	reduce	the	exposure	to	
such	vulnerabilities	will	also	change.	Entersoft	makes	no	undertaking	to	supplement	or	update	this	report	
on	 the	basis	of	changed	circumstances	or	 facts	of	which	Entersoft	becomes	aware	after	 the	date	hereof,	
absent	a	specific	written	agreement	to	perform	the	supplemental	or	updated	analysis.	
	
This	 report	may	 recommend	 that	 Entersoft	 use	 certain	 software	 or	 hardware	 products	manufactured	 or	
maintained	by	other	vendors.	Entersoft	bases	these	recommendations	upon	 its	prior	experience	with	the	
capabilities	 of	 those	 products.	 Nonetheless,	 Entersoft	 does	 not	 and	 cannot	 warrant	 that	 a	 particular	
product	will	work	as	advertised	by	the	vendor,	nor	that	it	will	operate	in	the	manner	intended.	
	
This	report	was	prepared	by	Entersoft	for	the	exclusive	benefit	of	ABC	LTD	and	is	proprietary	information.	
The	Non-Disclosure	Agreement	 (NDA)	 in	 effect	 between	 Entersoft	 and	ABC	 LTD	 govern	 the	disclosure	of	
this	report	to	all	other	parties	including	product	vendors	and	suppliers.	
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6 Disclaimer	
	
This	 document	or	 any	of	 its	 content	 cannot	 account	 for,	 or	 be	 included	 in	 any	 form	of	 legal	 advice.	 The	
outcome	of	a	security	assessment	should	be	utilized	 to	ensure	 that	diligent	measures	are	 taken	to	 lower	
the	risk	of	potential	exploits	carried	out	to	compromise	data.		
	
Legal	advice	must	be	supplied	according	to	its	legal	context.	All	laws	and	the	environments,	in	which	they	
are	applied,	are	constantly	changed	and	revised.	Therefore,	no	information	provided	in	this	document	may	
ever	be	used	as	an	alternative	to	a	qualified	legal	body	or	representative.		
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